
30

SubSectlO~ 'Cl directs the Attorney ~neral to ailocate appro
pnated funas to carry out the purposes of the act In accorciance
with law enforcement's priorities.

Subsection t d) provides that if a telecommunications carner re
quests payment for modifications to existinc equipment, features.
or services to achieve compliance Wlth the assistance capability re
quirements under section 2602. and the Attorney General does not
pay as required under subsection t a), the eqUipment. feature or
ser:ice in question wHl be consIdered to be in compliance untIl the
eqUIpment. feature. or service 1S replaced or significantly upgraded
or otherwise undergoes major modifications.

Subsection I e I authorizes the Attorney General to establish nec
essary regulatlons and proc.uures to reimburse earners.

SubsKtion I rl pro\'ides that any dispute over COSts is to be re
solved by the FCC or the court from which an enforcement order
is sought. In the absence of a dispute brought by one of the part1es
to the FCC. it is not the Committee's intent for the FCC or anv
other a,ency of the Federal Govemment tQ rerulate the price of
telecommunications transmission and sWitehinc equipment or sup
port services. The Committee repnis such regulation as unneces
sary in a competitive marketplace. Determinations regarding what
constitutes a "reasonable chuge" for moclifications and features
should be made in the first instance by manufacturers and theIr
customers in contractual negotiations in accordance with normal
and accepted business practices.

SECTION 2.-AlJ"THOR1%AnON or APPKOPRlATtONS

This section authorizes S5oo.0oo.ooo to be appropriated for 1995
through 1997. and thereafter any additional amounts that may be
neceDary to carry out the purposes of the bill. which sums shall
be available until expended. .

SECTION 3.--£FnCTTVE DATE

This section sets the effective date Cor compliance with the assist
ance capability requirements in section 2602 anel the systems secu
rity and integrity requirement in section 2604 u Cour years after
enactment. All other provisions take effect upon date of enactment.

SZcnON 4.-REPOtn'S

The Attorney a.neral is required. to report annually to Conl"!l
periodically for the sis years after enactment on the moni.. ex
pended under the bill. In addition. the General Accountinc Omce
is required to report in 1996 and 1998 on the estimated COlts of
compliance with the bill.

SECTION 5.--eOllDLESS TELEPHONES

The Electronic Communications PriYaC)' At:t. <ECPA). whick
amended the wiretap statute in 1988,_m~ (rom the p~ioE
of the Act "th. radio ~rtioD of • cordl_ tele'Phone tha& II t~!
mittecl between the conll_ tel~boDe baDcbet ud the b_ UDlt..
18 U.S.C. §2S10 (1) • (12). The bill deletes the'...,a~ fo
corelle.. phones and impoeel a peDalty of up to SSOO For tDteG
tionally intercepting suCh communicationa. .
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SECTIONS 6 AND 7·-RADlo-BASED COMMt:~'CAT!O~S

. EePA does not protec~ c?mm.uni~ations'that .are "readily acces
51ble to the general pubhc. which lncludes racilo communlcauons.
unless they fit into one of five specified categories. These excepted
categories enjoy protection because they usually are not susceptible
to interception by the general public.

The bill would add "electronic communication" as a category of
radio communication covered by the wiretap statute. This wouid
?rovide protection for all forms of electronic communicauons. i;1·

d~dini data_ even when they may be transmItted by radio.
The bill also amends the penalty provision to treat communica

"ions using modulation techniques in the :same fashion ai those
where encryption has been employed to secure communications pr..
"-acy. This parag-raph refers to spread spectrum radio commumc3.
tions. which usually involve the transmission of a signal on ad·
{erent frequencies where the receiving station must possess the
necessary algorithm in order to re&.lsemble the signal.

SECTIOS S.-TECHNICAL COMECTION

The wiretap law permits interception of wi.re communications by
a wire or electronic service provider in the normal course of busi·
nes~ to render semces or protect rights or property. The bill would
make a technical correction and expand the exception to include
dectronlc communications.

SECTION 9.-<:LONE PHONES

This iection amenda the counterfeit access device law :(
criminalize the use of cellular phones that are 'altered. or ·cloned.
to allow free riding on the cellular phone system. Specifically. thi.
section prohibits the use of an altered telecommunications instru
ment. or a scanning receiver, hardware or software. to obtain unau
thorized access to telecommunications services for the purpose 0
defrauding the carrier. A scanning receiver is defined as a devic
used to intercept illegally wire, oral or electronic communication!
The penalty for violating this new section is imprisonment for u
to fifteen years and a fine of the greater of 150.000 or twice th
value obtaineciby the offense. .

SECTION lO.-TRANSACTIONAL DATA.

Racol11i%illl that transactional records from on-line communicl
tion systems reveal more thaD telephone toll records or mail coyer
subsectioll (a) eliminatea the UN of a subpoena by law enforcem.el
to obtain from a provider of electronic communication .me. tt
ad.c1reuel on electronic mesaa.... In order for law ellforcement
obtain such information, a court order is required. .

ThiI section imposes an intermecliate stucial"d to protect on-til
transactional records. It is a StaDc:larcl hirher thaA a ",.ea, b'
not a probable cause warrant. The intent of raisin, ~ staae1a
for access to transactional data is to auant·~ "f'IIbiaR .,.
tiona" by law enforcement. Under the intermediate ...cIarcL t.
court must find. bued on law enfornment's showi~ of f'lots. th.
there are specific and articulable grounds .to bell... that t
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r~ords are relevant and material to an ongoing criminal investip-
tlon. '

Law enforcement 'could still use a subpoena to obtain the name.
addl1!ss, telephone toll billing records, and length of service of a
subscriber to or customer of such service and the types of services
the subscriber or customer utilized..

Subsection (b) requires government agencies installing and using
pen register devices to use, when reasonably available. technology
that. restricts the information captured by such device to the dial
ing or signaling information neceuary to direct or process a call.
excluding any further communication conducted through the use oC
dialed digits that would otherwise be captured. .

COMMrrrEE OVEBSIGH'l' FINDINGS

In compliance with clause 2C1X3XA) of rule XI of the Rules of the
House of Representatives, tb.f Committee reporu that the findinp
and recommendations of the Committee, bued on oversight aam
'ties under clause 2{b)( 1) of rule Xof the Rules of the House of Rep..
resentatives, are incorporated in the descriptive portions of this re-
port.

COMMrrrEE ON GoVERNMENT OPERATIONS OVERSIGHT FINDINGS

No fmdings or recommendations of the Committee on Goftm
ment Operations were received u referred. to in clause 2(1)(3XD) of
rule XI of the Rules of the HOUM of Representatives.

NEW BUDGET AtJTHOJUTY AND TAX ExPENDrruaES
Clause 2U)(3XB) of rule XI of the Rules of the House of Rep

resentatives is inapplicable because this lqislation does not pro
vide new budgetary authority or increueci tu expenditures.

CONGRESSIONAL BUDGET OmcE Cosr ESTIMATES

In compliance with clause 2C1X3XC) of rule XI of the Rules of the
HoUR of Representatives, the Committee seta forth. with respect to
the bilL H.R. 4922. the following estimate and comparison pre,ared
by the Director· of the COl1grealiona! Budget Office under section
403 of the Congressional Budget Act of 1974..

U.S. CONGRESS,
CONGRESSIONAL BUDGET OmcE•.
Wahington, DC, September 30, 1994.

Hon. JACK BROOKS,
Chairman, Committee on tM Judiciary,
House of lUp,.,scntative., WaahillftOn, DC. .

DEAR Mit ClWRMAN: The Collpwuional Bucile~ Oft1ce hu '!re
pared the encloaed cost estimate for H.R. 4922, a bill to ~.Dtl title
18, United States Code, to make clear a telecommUDicauODl car

. tier'. duty to cooperate in the interception of communicauOIUI for
law enforcement P~rpoMS. aDd for other purposes. .

Enactment .of H.R. 4922 would. atTect direct s~dinl mel ~
ceipts. Therefore, pay-u-you-go procedures would apply to the bill.
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If you wish further details on this estimate. we wlll be oiea~e~
to proVlcie them.

Sincerely,
JA..'lES L. BLc~

I For Robert D. Reisenauer '.
Enclosure

CO~GRESSIOS..u. St"DG£T OFFICE-:OST E:.sTI~t-\TE

1. Bill number: H.R. 4922.
2. Bill tale: A bill to amend title LS. t:nited States Code. to mak

dear a telecommunications camer's duty to cooperate In the tnte
ceptlon of communIcations for la~ enforcement purposes. and f(
other purposes.

3. Bill status: .0\5 ordered reported by the House Committee (.
·the Judiciary on September 29, 1994. \

4, Bill purpose: H.R. 4922 would direct telecommunications C3
riel's to attam certain technical capabjlities to assist law enforc
ment agencies with wire and electronic interceptions. pen refuter
and trap and trace devices. These companies generally wouid ha'
four years to comply with the bill's requirements. However. :e1
com:numcations carriers would not have to meet the requlremen
with respect to existing equipment and services unless tney are !

imbursed by the federal govemment. Additionally. the Attorn
General may agree to reimbune camers for other reasonable c/):
in comply~ng· with this bill. This legislation would authonze appl
prtatlons totaling $500 million for the fiscal years 1995 throu
199;. plus such sums as are necessary for fiscal years there3.it

This legislation would ma1c.e several minor changes t., the C'.lr~!
laws re~ating to the telecommunications industry. H.R. -\92:.! J.
would establish both civil and criminal penalties for v,olatlon
certain provisions of the bill.

5. Esumated cOSt to the Federal Govemment:
:Ir It.. ..., '" ......... It *"'"

~nen\lll.
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The costs of this bill fall within bucipt function 750.
BaSis of estimate: The estimate uaumes that the c:onpeu

appropriate the full amOUI1t1 authoriztci. The coati of the bill i~
cal yean 1998 and 1919 an very wu:ertain beca.. the pn
technical solutions to the bill's requir'ementl are uDluloW'ft at
time. Based on informatioQ from the Federal Bureau of la••
tion I FBI) and the telecommunicauODs industry, CBO _um
that these costs would be roughly Sl00 mUlioD. aDnually. COl1
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this order of mqnitude could. continue in later yean. The outlay
eltimat.e. are bued· on info~a~ion from the FBI re~ing imple
mentatIon of the new capabllltles by the telecommunlcations car
rien.

H.R. 4922 would impose civil and/or criminal fine. for violations
of the bUrs provisions. Both criminal and civil fines increue re
ceipts to the federal government. Criminal fines would be deposited
in the Crime Victims Fund and would be spent in the following
year. eBO does not expect this additional revenue or direct spend
ing to oe significant.

6. Pay-as-you-go considerations: Section 252 of the Balanced
Budget and Emergency Deficit Control Act of 1985 sets up pay-ai
you-go procedures for legislation affecting direct spending or re
ceipts through 1995. Enactment of H.R. 4922 would affect both re
ceipts and direct spending: however. eBO estimates that any'
changes in spending and receipts would be insignificant. The fol
lowing table summarizes the estimated pay-as-you-go impact of
this bill.

:m

:~Ir." 1ft ovtlm
':~I. In Rtntots

o
Q

7. Estimated cost to State and local governments: None.
S. Estimate companson: None.
9. Previous eBO estimate: None.
10. Estimate prepared by: Mark Grabowicz and John Webb and

Melissa Sampson.
11. Estimate approved by: Paul Van deWater. for e.G. ~uckols.

_oUsistant Director for Budget Analysis

lsn.ATIONARY l~PACT STATE)iEm'

Pursuant to clause 2(1)(4) of rule XI of the Rules of the House
of Representatives. the Committee estimates that H.R. 4922 will
have no sipificant inflationary impact on prices and costs in the
national economy.

eHA.~aES ~ EXISTt,.G LAw MADE BY THE BILL••0\5 REPORTED

In compliance with clause 3 of rule XIII of the Rules of the HOUSl
of Representatives. changes in existing law made by the bill. ~ re
ported. are shown as follows tesisting la~ pro~sed..to. be .oaut~1!1
is enclosed in black brackets. new matter 15 pnnted 1n 1tabc. eX1S'
ing law in which no change is proposed is shown in roman):

TITLE 18, UNtfED STATES CODE

• • • • • • •
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PART I-CRIMES
Chap.
1. GeDeral provllioDa ~ .

•••••• •
.120. Te"COlftlftIlAicCltiDM Ct:Jr"f'V" a.u'G~ tD tM Go~.""I'IW"t ::1

• • • •

CHAPTER 47-FRAUD AND FALSE STATE:dE~"TS

• • • • • • •

~ 1029. Fraud and related activity in connection witb acct
devices

I a) \\nJever-
t l' • • •

• • • • • • •
I 3 I knowingly and wlth intent to defraud possesses rlfteen

more devices which are counterfeit or unauthonzed access
vices: [orl

(4) knowingly, and with intent to defraud. produces. traf
in. has control or custody 0(. or possesses device-making eq\
ment:

.5/ knowingly and with intent to defraud URI. produc,s. t:
fics in, hD.$ control or cuatody of, or possesses a t,lecomml
cations instrum,nt that h4a been modifl,cd. or altend. to obt
unauthorized IUC of t.lceommwUccnon.a services; or

/'6J knowingly and with. inten.t to defraud us's, produc,s. t
fics in, htu control or cuatody of, or pou.u.s- .

(AJ a SCflnnin6 reeftWr; 0,.
/BJ hardware or softu,Hue rued for alt.ri7f6 or motlifJ

tei.communicatioM in.struments to obtain unauthorized
cess to t.jecommunication.s scrvius,

shall. if the otTense aff'ec:ta interstate or foreign commerce. be 1
ished as provided in subsection (c) of this section.

• • • • • • •
(c) The punishment (or an offense under subsection (a) or tl

of this section is-
(1) • • •(2,. a tine of not more dum the gruter of 150.000 or t

the value obtained by the offense or iinprisonment for not 1
than r1fteen years, or both. in the case of an otteue ueer
section [(aX 1) or (a)(4» (aJ (1), (41, (5), or (6) of thia ..
wbic:h does not occur after a conviction for aaotber 01
und.er either such subsection, or aD attempt to commit a

. fense punishable under this paragraph; and
• • • • • • •
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~ion with another access device. to obtain money, goods. ~er.....
Ices. or any other thing of value. or that .;an be used to l:1mate
a transfer of funds I o':ner ~han a transfer onginated .;oielv OY
paper instrument ': . .

• • • • • • •
15" the term ··traffic·· means transfer. or otherwise dis'j)Oseof.

to another. or obtain control of with intent to transfer or dis
pose of: [and I

. 45 I the term "device-making equipment" means any eqult)
ment. mechanism. or impression designed or prlmanlv used for
making an access device or a countedeit access de"'e{.I: an.d

i.1 the term ":scanning receiz:er" means a den.ce or cpparat:.lS
that can be used to intercept a u.:ire or eiectromc communtcc:::on
in t:ioiation of chapter 119. .

• • • • • • •

CHAPTER 119-WlRE A.'lD ELECTRONIC COM.m.."'XlCA·
nONS INTERCEPTION AND INTERCEPTION OF ORAL
CO~DIL~ICATIO~S

• • • • • • •

§ UtO. DefinitioDs
As used in this chapter-

I 1) "wire communication" means any aural transfer made is
whole or in part through the UM of facilities for the trans
mislion of communications by the aid. of wire. cable. or othe
like connection between the point of onlia and the point of re
ce"tion f inclucUnr the use of such connection. in. a iwitchin:
$tation) furnished. or operatecl by any person enrared in pre
viding or operatinr such facilities for the transmission. of intel
state or foreign communicatiol1l or communications aJTectin
interstate or foreip commerce and such term includes an
electronic storqe of such communicationl. but such tenn doe
not include the radio portion of·a cordless telephone comm\
nication that is transmitted between the cordless telephoc
handset and the bue unit);

• • • • • • •
(12) "electronic communication" means any transfer of silft

sipalS. writinl, itnale., SOWlds. data. or intelliptlce of al:
nature transmitted. in whole or in part by a wire, radio. electr
mapetic. photoele<:tronic or photooptical system that dec
interstate or foreign commerce. but does not incluct-

l<A> the radio portion of a corell... tele1'hoae comm
nication that is traDlmitted between the conUe.s tel
phone nandset and the bue unit;

((B)1 (AI any wire or oral communication;
leC)) fBJ any communicatioa macle th.roqh a tDne-oE

p~ng device: or .
(D)) rc) any communication from a trackinl c:l..,c:e (

defined in section 3117 of this title);

• • • • •• • •



37

I 161 "readily ,accessible to the general public" means. wlth re.
speet to a radio communication. that such commUnlcatlon 15
not-

I A> • • •

• • • • • • •
, D) transmitted .over a communication system provided

by a common carner. unless the communlcation 1$ a tone
·.,nly paiing system communIcation: (orl

.E, transmitted on frequencies allocated under part 25.
3ubpart D. E. or·F of part 74. or part 94 of the Rules of
the Federal Communications CommIssion. unless. LQ the
case of a communication transmitted on a frequency aile·
cated under part ;4 that is not exclusl....ely allocated to
broadcast auziliary services. the communication is a two.
way voice communication by radio: or

I Fj an electronic commUl1icatioll.;

• • • • • • •
~ 2511. Interception aDd disclosure of wire, oral. or elee·

tronic cODlmUDieaciou prohibited

1:2 'fa II i i It shall not be unlawful under this chapter for an opera
tor of a sWitchb~ard. or an omcer. employ... or agent of a providel
of wire or eiectronic communication semce. whose facilities Ul
(used in the transmission of a wire communication) us.d in chi
transmission of a .win or ~lectronic communication. to intern?1
disclose. or use that communication in the normal coune of his em
ployment while engaged in any activity wbich is a necessary incI
dent to the rendition of his service or to the protection of the right
or property of the provider of that service. except that a provide
of wire communication service to the public shall not utilize servic
observing or random monitoring except for mechanical or seme
quality control checks.

• • • • • • •
14)(a) • • •
(b) If the offense is a first offense under parqraph (a) of th

subsection alui is not for a tortious or illep1 PUf1)OM or for pal
poMI of direct or- indirect commercial adyantage or priyate COil
mercial gain. anel the wire or electronic communication with r
spect to which the offense under parqraph tal is a ramo comm
nication that is not scrambled (or encrypted.. then),. 'MrypteL I

transmitt.d. using modulation t«hrUque. the , ..flti4l p...".m
of u:hich hau, bftn wi.thh.eid from tMpublic with tM intention
pnserr:EflI th. priuacy of such communicatioft-

I i I if the communication is not the rsd.io portion of a ceIluJ
telephone communication. a cord.. telqhou com~
that is traMmitt4rilz,ucweft th.c~ t.Z.phou~ OJ

. th, baa unit. a public land mobil. racUo semce ~\UUcati
or a pqtol service communicauoll. aM. the conduct IS .ec ~
described in subsection (5). the ol!'eDcier shall be fined UDC
this title'or imprisoned not more thaD one year. or both: a
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f ii I if the communication is th~ radio portion of a cellular
telephone communication. a cordless telephone communICatIon
that 1S transmitted betu.'een the cordl,ss telephone hana.s,t and
the bas, unit. a public land mobile radio service c:ommunlCatlon
or a pag:ng service communication. the offender shall be fined
riot more than $500.

• • • • • • •

CHAPTER ·12o-TELECO,VMf.lNICATlO.VS CARRIER
ASSISTA.VCE TO THE GOVER.'l.VE.'VT

5«.
~601. Dt/butoll.S.
~602. .<Unstanc, capcb&i&ty ~r.unrrw,,".

2603. Souell ofca~uy "'qlW'tI'MftU.
::6001. 5ysr,m, Jlcunty and &""frUY.
:.!605. Cooptt'Ctum 0; Ilqu&pmWnI malSuf=tlU'tl't and pl'Ot'ui6,., of "ltcommu/uea:wlU

s".pport "":CCIS.
~606..Ttcltn&ccU ,.tqu&rtm,nr. CI'I4 ,taru:il:u'ttl: r::IUlSllO" of COmpi141SC' dau.
::60i En!orc,,...,1tt ortUr,.
~608. Paym,rc: 0; l:osrs of teltcommun~~1l.Scanwl't to compi" u:uls capab&iuy ,.,.

IIu&rtm,,,ts.

§ 2601. D.firaition8
lal DEF1SrrlONS.-ln this chcpt.r-

the terms d./iMd in section 2510 have. rr,pec:tu:ely. the
meanings stated in tMt section.

"call.identifyift6 information"-
fAJ mmllS dillli.n.6 or si6ruz.liq information that identi·fi., the origin. direction.. dUti1ll1tion, or termination of each

communication ,fNlrated or ffteiwd by th, subscnber
equipment. facility, or sc",ice of a t.l.communications car·
,.ter that is th, subject of a court OrrUr or lawful authonza·
tlOn: but

{BJ d~s not indtuh any infomuJtion tM.t may duclosc
th, physical location of the subacn"'r (e=ept to the extent
that the location ma,. be det.rmiMd from the telephone
numMrJ.

,cCommission" mean.t the FetUral CommunicatioM Commis·
·sion.

"6owmment" means the ,owmmcnt of tNt Unit.d State. cznG
any CZPtlCY or in,trununtality th.reof, the District of Colu.mbia.
any commonu..,aLth.. territory, or poNt,sion of tMUnitn
State'. and any State or political subdivision tMl'fOf authoru'rJ
by lcw to conduct ,lectronic sUM1cill4nce.

ocinformction servicn"-
(AJ means the offen,., of a ccpGbUity for "~fr:ctinr, .~

quirin" stori~, transfomai"", p~ing, ~etneVI1&l, utuu
u'16, or maJuftl aucilcble tnfOrm.4tlOn ClUJ t.lecommum
cations: and

rBJ incLud.s electronic publishi1&l and ,l«t1'onic ".,...
i711 servic.,; but

Ie) d~. not in.cluM an)' capobUity for a t.lfCOlftmlUl
cations camer's int.rn.al malllJ6f1Mllt, cont1'!Jl, or operatao
of its telecommuni.cctioM MtworJe.
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"telecommunications support sert:ices" mean.s a product. son.
u:are. or sertJl~e used by a telecom.municarzons carrter for :he tn..
ternal Slgnal:n.g or sWllc;ung runctzons of its telecommunL'
cations networle.

"telecommunications carrier"-
rAJ means a person or entzty engaged in the transmLS3.0ft

or su-'itching of u: Lre or electronLC commun.ications as a com·
mon carrter for hrre 'u:rthin the meanzng of seCrlon 3 h (Jr'

the Communicatzons .4.ct of 1934 '47 C.S.C. 1531 ;"/1';
.BJ inciudes-

. i; a p~rson or entrty ~nlaged in pror:La'.ing COfl't ~ ... ,..

clal mob:le sert'rce .as aertned zn seerron 332' d or': ~ r!
Communications .4.ct of 1934 (47 t ...S.C. 332'dJJ.: or

fiiJ a person or entity enrqed in pror.:iding L!,:Lre I')r

electronic communicatron sU:itching or transmlsston
sen'ice to the eztent that the Commzssion finds :~C~
such service is a repLaceme.nt for a substantial portIOn
of the locaL teLephoM exchange sen.:ice and that Lt LS !n
the public interest to deem such a person or erttUv :"
be a teLecommunications carrzer for purposes of "thlS
chapter: but

.CJ does not include persons or entuies inso;arcs thl!~
are engaged in prot'iding informati.on sen.·ices,

§ 2602• •4.••i.ltallce capability requi,.."..nt.
faJ C.JJI.~li..ITY REQt·IRElIESTS.-Ezcept as prof.'ided in .;~.~.

sections bl, ICI, and. 'dj of this section a.nd. sections :260; c· c.~i
260S,dJ. a telecommunications carrzer shall eMure that LtS ser.:::~'';

or facilities that prouide a customer or subscrtber u:lth the COl!::",
to oriflnate. terminate. or direct communications arr cepable .)r'--

.. :11 ezpeditiously isoLatinr and enabLin, the got'er1'lmint :';
Lntercept, to tM ezcLUSlon or any oth-,r commUnLCatlon.s. ell l.i. Lrc
and electronic communications carried by the camer u'Lthtn to:

Hn:ice area to or from equi.pment, facilities, or sen:tces of ;;
subscriber of such carrier concurrently with th,ir transmZSS10T,
to or from the subscriber's service, facility, or equipment or a
such Later ti1M a may ". acceptable to the ,ouemment:

(2) expeditiously isolatin, and e1llJbling the fowrnment to ac
ce., call·identifying information that is rrasonably auadabLe tl
thccamer-

rAJ "-'ore, duri'f&6, or immediately after the transmissiol
of a wire or electronic communication (or at such later tzm
as 11IGy be acceptable to the gouemmentJ; and

rB) in a mcn~r that alloUJs it to be associated wi.th th
communication to which it pertaina,

except that, with re,ard. to information acquirrd. so~ly pun~
ant to th. authority for pen reliste,., and trap and trace MUln
fa defined in section 3127). such caU·i.cUntifYi,.. in(ormatl.Oi
shall not include any information that may ailclolC the phy~
ieal location of the subscri.ber (e:.pt to the ute," that th, loctl
tion may be determiMd from the teL.phoM numb,r); .

f 31 d,liz:ering intercepted communications aNi call·,d,nt&{)
i1&l information t~ the louemment i,!- ,a., format su:ch that th,
may be transmitted by means of facil,.t".. or serv'ces procurr!
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by t~ ,ouern~nt to a location otMr than tM premises of the
ca~r; and .

r4) facilitating authorized communicatioM intererption.s and
acee" to call.idlntlfying information u.nobtrusively and with a
minimum of interference with any subscriber's telecommuni
cations service and in a manMr that proteets-

(AJ the privacy and secur:ty of communzcations ar:.d. call·
identifyin, information not author~zed to be lnlftl'Cepteci.:
and

/B) information re,ardin, the government's interceDtion
of commurucations and. access to call·idenufying trtforma·
tlon.

to) LIMITATI0NS.-
(1) DES/ON OF FEATt·R£S AND SYST1:MS CO.'lFlGt·R.ATIO.VS.

This chapter does not authorize any law enforcement agenC'V or'
o~cer-- . . -

. (A) to require any sfncific desi,n of features or system
configurations to be ad.opted by providers of wire or elec·
tronic communication service. manu.facturers of tele·
communicati.ons equipment, or providers of telecommuni·
cations support services: or

rB) to prohibit the adoption of any feature or sen'lee by
prouiiUrs of wire or electronic communication sen'zce, man
ufacturers of telecommunication.s equipment, or proL'lders of
telecommunications support sel"Vicrs.

(2; I.VFOR.'rfATfON SERVTCES; PIUVATE NErNORKS .4..VD [.vTER'
CONNECTION SERV7CES A.VD FACIUT1ES.-The requirements of
subsection (a) do not apply to-

rAI information servica; or
IB) services or facilities that support the transport or

switchin, of communications for private networks or for the
sole purpose of interconnecting telecommun.ications car
riers.

(3) ENCRYPTI0N.-A telecommunicationa carrier shall not be
responsible for decrypting, or enaurinf the gouernment's ability
to decrypt, any communication encrypted by a subscriber or cus·
tonwr, unless the encryption wa provided by the carrier and
tM cal"7"ier possesses the information nec,ssary to decrypt the
communication.

(c) EMUGENCY OR EXIGE:'7 CIRCL'MSTAXCES.-In em,,.,,ney or
~nt eireumatances (includin, those described in section~ 2518 fij
or fll)(b) and 3125 of this titl, and section 1805(,) of tItle 50), a
ctJ1"1Ur at it, discretion may comply with subsection (aJf3) by allow·
i1lJl monitori,., at its premises if that is the on.ly means of accom
pluhing the interception or acCfU.

(el) ~VOBlLE SERVICE ,USISTANCE REQlllRE.VENTS.-A t,le
communications carrier offrring a featun or sel"Vic, that all0U!' sub,
scribers to reclirect. hand off, or auip th,ir wire or ~l'etro~ com
munications to another sel"Vic, ana or aMtker Sel"VlCl provuler or
to utiliz, facilitie, in another S'l"Vice area or of another s'l"Vic:e. Pro
vieler shall '1I$ure tltat, when tM carrier that had .bee" P~II~I'"
aaistanc, for the interc'ption of win or electronic comMunu:ctlolU
or access to call-id,ntifyl'" information pursuant to CI court orde,
0,. lawful authorization n~ Lo".". Ita access to the content of such
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communicatioltS or call·identifYing information within the servIce
arIa in which interception has bftnoccurri,., 4S a result of the sub.
scriber's us, of sucfl a feature or Slruice, information 13 made auail.
abu to the government r1Hfore, during, or imm,ditJuLy a.ft,r the
trtJ1&$fer of such communicatioMJ id6ntifyi ll6 tlu prouitUr of win or
electronic communication service that h4s acquired access to the
communications.

§2603. Notice. ofcapacity requireml!nt.
faJ NOTICES OF MAXIMUM AND ACTUAL CAPACITY REQUIRE·

.VENTS.-
(1) IN GENERAL.-Not lat,r then 1 ~ar after tM da.u of en

actment of this chapter, after consulting with State and. local
law enforcement ag,ncies, teZ-communications carriers, prouid
ers of telecommun.ictJtiD1I.I support .1"I1ices, and manufacturers
of telecommunications equipment, and. after n.otic, and. com·
ment, th, AttorMy General sh4ll publish in the FecUral Reg
ister and prouitU to a~propriatc t,Z-communications industry
associations and stanclci-d-.ttiJ16 orrcnization.s-

(AJ notice of tlu mc:dmum capacity required to accommo
date aU of tM communication i~ptions, pen reruters,
and trap and trace d.eviea tMt tke AttOT"My General esti
mat,s that govemment ageneia authorized to conduct ,lec
tronic SW'"Vf!illant:e 1'ItGy conduct and use simwtlJMoU$ly
after the de,. tluJt u 4 yecu"I attar tlu date of enactment "f
this chapter; and

rBJ notice of tM actual number of communication inter
ceptions, pen refiatars, aIIll trcp cmcl trace devices, rep
re.n.tillB a portion of tM maimum capacity set forth
un.der subpart1.f7"t1ph (AJ, tluJt til.. AttorMy General esti
mat,s that gouemment apneia authorized. to conduct elec
tronic surveillance mGy conduct and usc simultaneously
after tlu de,. that is 4 years aftllr the date of enactment of
this chapter.

(2) BASIS OF NOTIC£S.-TN! noticas wwd. urukr paragraph
(1)-

(AJ may be bu«l upon tM eyp. of equiprunt, type of
service, number of subscribers, type or size or ca.~r, lUI
ture of s,rvice area, or any otker mMUure: and

rBJ shall identify, to tM m=imum extent possibl" the ca
pacity requind. at specific geographic locations, includiq
calT'i.cr office locations.

rbi COMPLIANCE W/T'H CAPACI7T N011CD.-
(1) INITIAL CAPAClTY.-Within 3 years after the publication by

tM Attorney General of a notice of capacity requu:e"""'" or
with.in 4 yeers after the date of enactment f!f thia cha.p~,r,
whichever is 101l6,r, a. t,ucommuniccztions carner sholl, su.bject
to subsection (e), ensure thDJ its ".,.".. are capable 0(-

(AJ upan.d.i1&l to the 1'7IGZimrun capacity set forth ill tM
notic, under subsection (aXl)(AJ; anti. .

rBJ accommodctiq simul.tt1.ncously tM nu.m!Mr of &lIter·
ceptions, pen. nriaters, and trap and. trace tkrJ&eft ., forth
in the notice under subsection (a)(l)(B). .
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(2) EXPANSION TO !r!AX1MUM CAl'AClTY.-A!ter th6 date de.
scribed in paragraph (lJ. a tel,communicattoru cam,r shall
s,:,bject to su~section (~). ensure that it can accommodate cIHdi:
t10U$ly any tncrease tn the actw:l number of communication
inttrcrptions. pen retisters, and trap and traer cUuices tMt au·
thorlzed agenc1es may se,1e to conduct and us,. up to tlu mazi·
mum capac1ty requirement set forrh in the notIce uflckr sub·
section' aJ( 1JfAJ.

'C/ ,VOTICES OF ISCRL\.SED ,VAXIMt"M CAPACrrr REQt:IREME.\7S.-
(1) The Attorney Gen,ral shall periodically publish in th~

Federal Regzster. after notice and comment, notIce of any MC,

essary increases in tlu ma.:amum capacIty requIrement set font
in the notice under sub,ection (aJ( IJfAJ.

(2) Within 3 years after notic. of increased ma.:imum capac
ity requirements i.s published under paragraph (1). or u:ithi,
such l0rtl,r time period as the AttorMy General may SpeCIfy, c
telecommunications carrier sh.all, subject to subsection (eJ, en
sure that its systems are capable of upending to tM increasec
ma:imum capaCIty set forth in the no~.

fdJ CA1UUER STATEM£NT.-Within 180 days after the publicatioJ
by tM Attorney General of a not~ of capacity requirements pursu
ant to subsection (aJ, a tel,communicatioM carrier shall submit t
the Attorn., Gen~ral a staUrMnt identifying any of it. systems (l

service. that do not have the capacity to accommodate simultc
MOUlly the numb~r of inureeptioM, pen "'riSt~,.,. and trap an
trace devices set forth in tM notice under subparqraph (Ai or (1
of subsection (aJ(1).

f.) RnMBURSDtENT REQU1R£D FOB COMPUANCE.-Th, Monu
General shall reuiew the stGUment. submitted under subsection ;(
and .may, subject to t.1u! auail4bility of appropriations, tJ61'H to rein
burst a tel,communicationa cc:rrUr for the just and rffJ8onabl, cos
directly associated with. moclificction.s to attain such capacity r
quirement. Until th, Attorney General agrHS to reimbunc such ca
riel' for such modification, such carrier sMil be considered to be
complianc. with tM capacity notit:cs under subparagraphs (AJ al
(BJ of subsection (aJ{V.

"604. s,.'e".,. Meuri" GIld iIaIe.,-ity
A teMcommunication.s carriar shGll enaun that any court 0"'''

or l4wfr,Uly authorized inureeptioll of communicationa or aCft~

call·itMntifying information effectecl within it. swit~Jai"6 P"'~~
can. be activated only with the affl.T'7'1'I4tiw interventIOn of an l~
uiduaJ. off'l,cer or employee of tM et:UTier.

"606. Cooperation of equip"..,., mGIIufaetu,..~GIld P,...,I
, era of 'elfto1lllllWliealiou .apport ..rnee.

faJ CONSULTATI0N.-A t.lct:ommunicatioM carrillr ,Iwtll eonII
(II ,....", in a timely fulaiMa with 1fIIJ1IuftM:tf,Ue,.. of UI Il
commumcationa trtJumiJuUJn and SIl1~eq~ tIIItl iu ~
uit,N,.. of ta.communic:atioM ,upport~ for. t•.".".,.. of
suri,., that current. and pIImrUitl .",... and .,...".,., ~
with the capabUity require".." of.......fIOJ _1M .,..,
quirem.nts itUntifittl .by 1M A.Itorne:Y GeMral und6 .....
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'bJ COOPER.ATION,--Subject to sectloru 2607t'c) and 2608'dJ, a
manufacturer of teiec'!mmur:icatloru trcnSml.SS10n or su:uchLng
eqUIpment and a provlder of teiecommunications support sen'lees
shaLL, ona reasonably timely baSlS ~nd at a reasoMble charge.
ma.e al:aLlable to the telecommunlcatLolU carners using ltS equlp,
mel'lt or sen'lces such features or modifications as are MCeSSt11"'V to
per":1t such carriers to comply with tM capability requLreme",is 0;
sectlon 2602 and the capacLty requLrements tdentlfied by the .4.ttor.
ney General under sectLon 2603.

§2606. Technical r.quire".,.nt. and .tand4rcU; en'lI.ioll of
complianc. dot.

I'al SAFE HARBOR.-
(I) CONSULTATION.-To enaure til. efficunt and indust1"V'

wide impl.~mentation of the cusutan.ec capability rtquirtments
under sectzon 2602, tM Attorney ~,..ral, in coordinatlon l.L'lth
othe,. Fed.tl,.al, Stat., and local law en(oI"C.ment alenci.s. shall
consult with appropriate a.uoeiationa and. stand.a,.d.settin, or.

, ianizations of the· t.lecommunicatio.... ind.ust,., cnd wIth rep'
resentatives of us.,., of t.lecommunicctioru services and faclli.
ties.

(2) COMPLIANCE UNDER ACCEPTED STA.VDARDS.--A tet,·
communicatioru ca""",. shall be found to be in compliance u:lth
the a.ssistanc. capability requwm.n.ta UNU,. section 2602. and
a manu(actunl" of t.lecommullicatiDu trcns". illion or switch·
i"6 equipment or a prouide,. of t.lecommunications support
HMJices shall be fou.ra4 to be in complianc. with Hction 2605.
if th, carrier, mcmufo.ctunr, 0,. support s'MJice proc:lder lS in
compli.4n.c. with publicly auai.l4blc technical f"ftluinments 0"
standards adopted by em induat1'y aaociation 0,. standard·set·
ting orranuation or by the Commis.ion und.e,. subsection ' b, to
me,t the requinma1lU of section 2602.

(3) ABsENCE 0' S7'AN1JAJU)S.-Thaab.ence of t.chnical re
qui,.em.nt. or stan.d4n:La for implem.ntillf the auistance capa·
bility ,.,quirem.nts of section 2602 shall not~

(AJ preclud, a ca1"J"ic,., manufacture,., or s,",ices pl"Ouithr
from cUployil16 a tcchnolofy 0" service; or

rB) relieue a ct:U'rie,., manufacture,.. or service prouitUr of
til. obligations imposed by section 2602 or 2605. as appli·
cable.

fb) FCC AUTHORlTY,-
(1) IN GENUAL.~f indlUt" associations or standcrtl·..ttil&f

organizations fail to isaw t.chnical require1Mnts 0,. staru:i4rds
0,. if a IOwmm.nt qency 0" any otM" pc,.son belyues that such
requi,.,tMnts 0" staru:Uan:La an cUficitllt, til.~ 0,. .person.
may ~tition the Commwion to .••~bU:M, by nota allll., co.m
ment rWmaJtill.f 0,. suc:h otw P1"OCeetl1ft6S as til. CommuslOn
may be authorized. to conduct, technical requirtments 01" stand·
ards that-

(AJ l'M.t the assistallCl capcbUUy requirements of section
2602; . 'f ..

rB) prot.ct tM pril1GC'Y and ,*urity 0 commlUJU:Gt&DM
not authorized to be int.rcepted.; and



c~ ~erve the policy o( tM United States to encourage the
prol,'I,SI,on of new techno,ops and services to the public.

(2) TRA.NSITION. P£RJOD.-If an mdustry technicai reqLure.
ment or standard IS set aside or supplanted as a rtluitof Com.
mission action under this section. the Commission. after can.
sultation with the Attorrvy GeMral. shall establish a rrason.
able time and conditio113 ;or compliance wI,th and the transition
to any new standard. including denning the obligations of tele
communications carriers under secnon 2602 durzng any tranSI'
tion pertod. -

I C) EXTESSION OF COMPI..LA.'lCE DATE FOR FEATt'RES A.VD SERV
lCES.-

(1) PETITION.-A telecommunication.$ caf'r'Ur proposing to In

stall or deploy. or Mui11.f in.$talled or deployed. a featur, or
service within 4 years after tM date of enactment of this chapter
may pltl,tion the Commission for 1 or more eztensio.ns of the
deadliM for complyiq with the assiStance capability require
ments under slction.2602..
. (2) GROc.·ND FOR EXnHSION.-TM Commission may. after af
fording a full opportunity for Maring and after con.suitatzon
with the Attorney GeMral. grant an aten.sion unt:Ur this para
graph. if the Commwion determiMs that compliance with the
aasistancc capability requinment. under Mction 2602 i.s not
reasonably achuvabk throqh application of technolOfY avail
able within the complill.l'I.l¥ period..

(3) LENGTH OF EX:TI:NSION.-An uulUiDn und.tr thu para
graph. shall mend fo,. 1ZQ 10116«" then the earlur of-

fAJ the dete aa.rmiMti by tM Commwion as necessary
. ,. the carrie,. to comply with tM aaistan.ce capability re·
.J.inments unar Metion 2602; or
(8) the date th4t is 2 ,mrs afW,. the da.te on which the

ut.nsion i. granted..
(4) APPUCA.BIUtT 0' ErnNSION.--An £%tension under thu

sub.ction sJuill apply to only thAt pan of tM. ca~r's businas
on which the new fmture or service 1.& rued.

§1101. En(oreeIMnt ordll,..
(a) Em'OlCC£MENT BY COU1f'l' IssUING SURVEILLANCE ORDu.-I1

a court Cluthorizill6 an inJcrerption u1&lUr chcpt.r 119. a Stau ,to,·
ute, or tM Foreign Intfili6«nf2 Surv«ill4nce Act of 1978 (50 U.S.C.
1801 et a«f.) or authorizill6 u. ofa pen rqisteror a trap aru:l trace
~f)ice und.ar chapter 206 0,. a Sta" stetutc !intis tluU a tel.·
communications carrier htu (au-ti to comply with the requinmcnu
ill this chapt.r. the court may cliM:t tluJt tM carrier comply to,.,.
with and. may direct thct a prouidJlrof support sc",ica to tM car
rier or the manufccturer of the crvria,.', tnJMmission or sWitch~
equipment furnish forth.with mod.ificction.t Mt:fSscry for the CarneJ
to comply.

fb) ENFORCEMENT UPON AI'UCATlON BY ArroRNJ:'t GDIMAL.
Th. Attorney acrural me)' apply to tM a.pprop~ .United SIaNl
district coun fo,., and tM Unit«/. Stata diatrid cou"' 'ha#~
jurisdiction to issw. an ort:Ur t:li.reeti,., that a "lecomm~..
camer, a manufacturer of ·tel«ommunictJtioru trellllm&lS&OII 01
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swztching equi.pment. or a protJicUr of telecommumcarzons su~oon
sert:zces comply wzth this chapter. . .

:CI GROUNDS FOR ISSL"A.vCE.-A court shall issue an ord,r under
subsection faJ or fbJ only if thlt court 11nds that-

(1) alternatizJe technoiofies or capcbilitus or the ;acilitus of
another carrter are not rtQ.fOn.D.bly atJailablt to law enlorcement
for implemennrtg the utterception of communicatzons or access
to call·identifying information.; and.

,21 compliance wzth the requzrements of this chapter lS rea·
sonably achie~'able throUlh the application of ar.:azlable tech
nology to the feature or service at zssue or would har:e been rea·
sonably achieL'able if ti.mely action had been taken.

.dJ Tr.VE FOR COMPUANCE.-Upon i$sl.UJnce of an enforcement
order und.e~ this section, t~ co":rt ~hall speci.fy a .reasonable tl rt1 '
and condztzolU for complyz"4 WIth Its ord.tr. con.szdtri~ the goOd
faith efforts to comply in a timely manner, any effect on the car·
ner's, manufacturer's, or service protJider's ability to continut to do
bUSIness, the de,ree of culpability or delay in untUrtaJci~ effons to
comply, and such other matt.rs e.t justice may require.

leI Ll.VlTATlON.-An ordJtr under this section may not requzre a
teLecommunications carrier to meet the gouernment's demand fo,.
interception of communicatioru and acquisition of call·identt;Ying
information to any extent in exces. of tM capacity for which th, At·
torney General has a,rted. to reimburse such carner.

If; CML PDfALrt'.-
(1) IN GEN£RAL.-A court issuin.g an ordlzr under th.is sectio"

C16cinst a telecommunications cCl"P'Ur, a manufacturer of tele·
communications transmission or switching equipnwnt. or 12 pro
tJid,r of tel.communicatioru support services may impose a cct·t
{Jena.lty of up to $10,000 Pu dir.Y foro fGCh day in. t,'iolation a.ftei

. the issuance of the orrJ"er or a.fte,. such future date as the cour
may specify. .

(2) CONSIDERATI0NS.-If& determining whether to impose I

fine and in determining it. amount, the court shall talte znto ac
count-

(AJ the nature, cireumstanu" and ment of the violatio,"
(8) the uiolator', ability to pay, the tJiolator's good fait.

etron. to comply in a timely manner, any effect on the &"U
lator'. ability to continue to do busiM's. tM de"." of cu,
pcbility, and. the length of any d.elo.y .in undertaJein, effo"
to comply,' and .

(e) such other mGtten a.s justice may requi,.,.
(3) CML ACTlON.-TM Altor1&9 General mtJY Ii" a civil al

tion in tM appropriate United Stat., district co~rt. to. ccUec
an.d the United. States district courts shell haw Junsdlc:i.on '
impo•• such fine•.

§1608• .Pa.yrJlltftt o( CtMt. o( t.leeollllllU,.icatltJu ca."";'" i

comply &IIitla capability require".",.,.
faJ EQUIPM£.VT, Fun.7U'S, AN1J SDrVlCES DULOYEl! SEI'O.

DA.TE OF ENACTMENT.-The Attomey General nulY, .uJ'Jft.f to tj
al.'Cilability of appropriotiona, C6'fW to "." tr"comm~ftlCClt"".l' eel
fUr. for aU just and. rlfUolJ4b~ eMts directly.~ UJ.&th. t,
modificatioru p*rformed by carrien ill COn.MctlOf& until ~qu&pm~1



46

features. an.d services in.stalLed or ru.played before tM date of enact
ment of this chapter to establish t~ capcbilitus necessary to compi'
with smion 2602. .

fbJ EQUIP.VENT, FEATtiltES, .~D SERV1CES DEPLOYED ON OJ
.AFTER DATE OF ENACTMENT.-

(1) 1.v GENERAL.-If complia~with. tM assistance capabilit
requirements of section 2602 is not reasonably achuf:able witi
res~ct to equipment, features, or servIces depiayed on or afte
th.e date of e1U1ctment of thu ch.apter. tM Attorney General. OJ
application of a telecommunicctioM carrier. may a.gret to·pc
the telecommunications ccrrt.r for just and reasonable costs til
reedy associated with cch.uving compliance.

(2) CONSID£RATI0N.-[n cUterrruninr whether complia.lu:
with tM assutanc, capability nquir,menu of section 2602 I

r,aaonably achievable with respect to any equipnunt, feature, C

Nrvic, installed or "played aft,r tM dct, of eMctment of thl
chapt,r, cOMi.cUration sh4ll be liv,n to th, tUM when t~
equlprMnt. feature, or s,rvice waa instelLed or ru.ployed.

(CI ALLOCATION OF FUNDS FOR PAYMDIT.-Thc Attorney Gtllen
shall allocate funds appropriated to carry out thu chcpter III al
corae1lC' with. law enforcelMnt priorities d,termiMd by the Attonu
General. .

(d) FAJLr.:U To MAXZ PAYMENT WITH RESPECT 7'0 EQtJIPMEN
FUTCJR£S, AND SERVICES DULOYED BEFORZ DATE OF ENAC
.VDIT.- .

(I) CONSIDERED TO BB IN COMPUANCE..-If a cam.r has ,
qu.t.d paym,nt in cccord4nce with proc,d.urr. promulgat.
pursuent to subsection (e), an.tl tM Anomr, General Jug n

. qrwcl to pay tM telecommun.ica.tioM CtJT'ri.«r for all nCUCll'ld
cost. directly a.uociatcd with modiffcatioM MCCue,., to btil
tM equipm,nt, feature. or service into actucl complienc. wi
tM aaistance capability requirement. of section 2602. a.
equipment. feature. or Nrvice of a t.lct:ommunicatioM eam
cUpl~d before the d4u of enactment of this c:hD.pt,r .hall
cOMitJami to be in compliG~with tM caistancr capability I

quirements of section 2602 until tlv equipment, feeture. or sel
ice U replGcctl or sipifil:antlyu~d or otkcrUJu.u~
major modification. .

(2) UIllTAnON ON ORDD.--M order untkrseetion 2e
sluall not require a tclecommumcctiou carrier to modify, for I

P&&rJJ08C of c:omplyill6 with tM cuiat4nc, capability ,...,.
menta of saetion 2602. any equipment, f,eture, or .,.". I

ployed. before 1M date of enactment of thia chap,.,. u"'" .
Alto,."., General haa qrred to PQ:Y tM telccomm~tioAac
ria,. for aU jrat an.tl reaaoll4blc cc*. dined,~ ..
mod.ifkatioM neccsSGI'Y to bri,., tlv equip~nt, feature. or III
ice into a.ctlUll c:omplicnce with tholle reqUlnmcnU.

(eJ PROCEDUUS AND R£GtlLA.TlONS.-Notwithatan.tJ.in6 al&1 ..
law, thll Attorney General sh4ll, after notice and. comment,~
eny proced.ures and. n,ulctiou deemed. MCaSa.,., t~ effeet~t&
ly eM cost..efffcient payment· to tcl«ommunu:a'&OM c.,.,.,..
compen.sebZe co.t. incurred u~r 1m. c~",., 11.,.,.,.. cluJ;pttlrS
an.tl 121. an.tl under tM Foreign IntcU",nce Surwillalaft M
1978 (50 U.S.C. 1801 et seq.). .
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rfj DISPUTE RESOLU710N.-If tM" is a dispute between the Attar.
My a.Mr~l a~ a te~commullicatiD11.I cc1'1'ier rqo.rdin.I th~
amou~t afJust and retUOn.abL. cost, to be paid untUr suoteetial1 (a).

the dupute shall be resolved end tM amoulIl determiMd in a pro
cftdi1l6 initiated at tlu Commiaion or by tM court from which an
enforcement o'rt:Ur is sought un,d,e,. .ction 2607.

• • • • • • •
CHAPTER 121-STORED WIRE AND ELECTRONlC COM.

Mt1N1CATIONS AND TRANSACTIONAL RECORDS AC.
CESS

• • • • • • •
t 2'703. RequiremeDta for KOyenuDelltal acee..

(a) • • •

• • • • • • •
(e) RECORDS CONCERNING ELECTBONlC COMMUNlCAnON SERVICE

OR RE.'!OTE COMPUTING SUV1CE.~ lXA) • • •
(B) A provider of electronic communication semce or remote

computing service shall d.iac1oae a record or other information per
taining to a subscriber to or e:uatomer oC such semce (not. including
the contents of commUDicatioDi awerecl by subMC'tiOIl (a) or <b) of
this section) to a governmental entity only when the governmental
ent.ity-

[(i) uses an administrative subpoena authorized by a Federal
or State statute. or a Fecleral or State grand jury or trial sub-

P[(iil:] (i) obtains a warrant ilauecl under the Fed.eral Rules
of Criminal ProceclUl"e or equivalent State warrant;

[(iii)) (ti) obtaiJu a court order for such d.iacloaU1'e under
subMCtion (d) of thia MCtion; or

[Ov») (iii) hu the CODleDt or the subscriber or customer to
such clisclonre.

(C) A. prouitlc,. of elctronic eommunicatioft _",ice 0" ,.,,,,otl com
putin6 _",i« ,hall diad.. to a ,DWmnwl'&ttJl entity the name, ad·
draa, uJ.phou toll bill~ 7"ICOnU, and z.,.,.,h. of..mce of a suo.
scriber to or cuaonw,. of,ucJr. .ruia czn.d tM typa of _",U:a tM
,u.b8C1iber or cIIMo"..r ualiarl, IDlY" tM ~mmental ,ntity u.aa
CII& admillilmuiw .ubpoct14 au.th.oriad. by' a Fftleral 0" StaU stet
ute 0,. a FedJlraJ, or State f1T1n4 iury or tritd .ubpoenIJ 0,. any mealloS
auailllble una.r subpcrqraph. (B).

• • • • • • •
(el) REqUlRDlENTS FOR COtJItT OUD.-[A court 0"" for dildo

sure UDder lublllCtioD <b) or (c) oftlUa aectioll ma, be i-..cl by.y
court that is a court of competallt jurildietiOD .. fordl in ....1
3128(2XA) of this title anel shall iu&1e 0111, if the ......_~ eD
Uty shows that there is NUOIl to belieft tbe COIlteil. ~ a WIN OJ
electronic communicatioll, or tba ~rda or otber iDformatioll
soqht. are mtrYaDt to a lelitimata law ealorcemeat iaquir:r.) ~
court onU,. fo".dillelOllUN fI.I&iM,. .ublldiCJll .rb). or. (t:!~
by Glly court that i.I G eourt of~ }unadidiM .. &II
section 3126(2)(A) and. ,Mll iaua otll, if tM 6QW1"II1MIItIIl ,,., of



fIrs spcci~ a.nd. a.rticulabl. facta showinf tJ&.ct· then an rtaaon.cbL.
grou.n.tU to beluue tlult the conUnt. of a wi,.. 0,. Iketronic commu
nication, or tM ncortU or otMr information so....h.t, a,.. ret.vcnt
and. matenal to an 0"loilll crimiMl invc.n,ation. In the caM of
a State governmental authOrity, such a court oreier shall Dot i.aue
if prohibited by the law of such State. A couzt issuing an order pur
suant to this section. OD a motion made promptly by the service
provider. may quuh or modify such o~er. if the information or
records requested are unusually voluaunous In nature or compli·
ance with such order otherwise would cause an undue burden on
such provider.

• • • « • • •

CHAPTER 206-PEN REGISTERS AND TRAP AND TRACE·
DEVICES

• • • • • • •
§ 3121. General prohibition on PeD retiaier aDd trap aDd

trace device uae; esceptioD
Ca) • « •

• • • • • • •
(e) UMlTATlON.-A goucmment Clfncy authoriud to iMta.ll ane!

tIM a p.n regist.r und.er tAU cJuJpt.r 0" unt:Ur Stat. law, ,hGll US4
t.ehnolOlY reuonably auail4blc to it thGt ratriet. the rrcordilll 01
daot:lillf of .lectronic or otMr impuUe' to the dialing and strnaJin~
information utilized in. call proceam..

[(ell fd) PENALTY.-WhOever kDowiDclY violate. subsection Ca
shall be tined under thil title or imprisoned not more than ani
year. or both.

• • • • • • •



ADDITIONAL \1EWS
It is essential that we provide a means of assuring that law en

forcement agencies are not impaired by new teiephone sWltchmg
technology as they carry out lawful wiretaps.

\\·e all agree with this goal. but there are considerable dif
ferenc~s of opinion. with respect ~o ho~ ,the co~t of developlng and
lnstall1ng the requlred software In eXIsting sWitches and in assur
ing that new eq~ifment is designed with wiretap ~apability should
be borne. The btl as reported could under certaln circ:umst&n-ces
place a significant share of those cosu on the telephone industrY.

Through the diligent etTorts of representatives. of the tele
communications industry, the Electronic Frontier Foundation. and
the ,Energy & Commerce Committee statT, we have constructed an
approach to resolvlng the cost issue which we believe to be fair and
equitable.

t:nder that compromise, the near term costs for the next four
years would unequivocally be borne by the govemment. Existing
switches would be retrofitted with the software necessary to assure
wiretap capability. Under this provision. absent a commitment by
law enforcement, to pay fully for the modifications. a carrier would
be deemed to be in compliance with the law and no further action
on its part would be required.

A second important provision will require that as new switching
equipment and services are desill1ecl and manufactured. wire
tapping capabilities be assured. It is obviously much more economi
cal to design the wiretapping access into the new equipment and
services rather than to engage after-the-fact and eXl)ensive retro
fits. That requirement will. therefore. be a part of the law.

The costs of asaurinc that new switches and semc:es be acces
sible for wiretapping are unknown at this time. They may be cie
minimis or they may be substantial. Our compromise provides that
the Federal Communications Comminion will resolve questions as
sociated with who between the industry and the government sball
bear these' costa. The Commission would apply all sunshine re
quirements to all parties to its proceeding, inciuding government
entities. and would determine these questions:

1. Whether the costs of meeting the wiretap capability re
quirements of law emorcemeot shall be borne by the govern
ment or should be Ulumed by the telecommunications c~·
ners, equipment manufacturers and providers of telecommuni-
cations support semces, or some combination thereof. . .

2. What cost allocation methods best ensure accountability
and protection to personal privacy.

3. 'What methocla belt el1lure that there will be na
>6go1dplating" either by the govemment asking for uNftdll
that are unnecessary or by industry seeking to have law eDt
foreetntot pay for updating their networks.
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4. How to ensure that whatever method is selected is com.
petitively neutral. hu a l!?-iD.i~um etTect on the deployment ot
an advanced telecom.munlcatlons network and minimum ad.
verse etTect on telephone rates.

We are pleased to repon that this proposed compromise has been
accepted in principle by the FBI. the United States Telephone As.
sociation. The Electronic Frontier Foundation. and the Dig'ital Te·
lephony Vlorking Group, which represents a broad spectrum of pri·
vacy protection and industry interests.

Following the reporting of this bill by the House Judiciary Com·
mitte•. the Energy & Commerce Committee will review its provi·
sions. and we anticipate that the compromise to which we hay.
~rreed in principle will be favorably received by that committee
The compromise would then be embodied in a floor amendment t<
be offered at th. time this legislatioD is considered by the fu'l
House.

DON EDWAJU)S.
RICK BOCCHER.
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